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¢ host.os.platform windows
t host.os.type windows
® © B © |t host.os.version 10.9
t input.type filestrean
t log.file. fingerprint deb329835cd3c53211a8367ac3bd8bas5dd11c8912481795165700872348438
t log.file.idxhi 1048576
t log.file.idxlo 200469
t log.file.path C:\Users\user\IdeaProjects\ums-nicroservices\user-service\logs\user-service.2825-87-25.log
t log.file.vol 3868529395
# log.offset 416,479
t message -

{"timestamp" :"2025-07-25T18:09:21.7417662+89:90", "version’ :"1", “message’ : "HHH10901005 : Database info:\n\tDatabase JDBC URL [Conne
cting through datasource ‘HikariDataSource (HikariPool-1)']\n\tDatabase driver: undefined/unknown\n\tDatabase version: 15.13\n\tAu
tocommit mode: undefined/unknown\n\tTsolation level: undefined/unknown\n\tMininum pool size: undefined/unknown\n\tMaximum pool siz
e: undefined/unknown", "logger” :"org.hibernate .orm.connections.pooling", "thread" :"main","level": "INFO, "levelValue" :20088, "app" :"us
er-service”, "caller_class_name”:"org.hibernate.engine.jdbc.env.internal.JdbcEnvironmentInitiator”, “caller_method_name" :"logConnect
ionInfo’,"caller_file_name" :"JdbcEnvironmentInitiator.java’, “caller_line_number” :163}
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Java Servlet@| Servlet Filter= 220[21E @81} MH| & AL0|0f ?IXI5t0], 2 = SE HIOIHE 7t=2x 1 XH2|g

= A= J|15E MSFLICH

Spring &0 A= DispatcherServlet 2o A S2i6tH, 2210|HE M| Cisl Q1F, &5, 24 & 271l &2
e 4 ALk
O|H 30j| A = Servlet FilterE &8dl, 22| A0 Request HEE EAst= 7|52 FoITLICE o]l EHE
RequestLoggingFilter =3 E'Qlﬁh_'_ &%6}3&%'—'["-
public class RequestLoggingFilter extends OncePerRequestFilter {
private static final Logger logger = LoggerFactory.getLogger("ELK_LOGGER");
@Override
protected void doFilterInternal(HttpServietRequest request, HttpServietResponse response, FilterChain
filterChain)

throws ServletException, IOException {

String requestld = UUID.randomUUID().toString();
MDCHelper.init(requestid);

ContentCachingRequestWrapper wrappedRequest = new ContentCachingRequestWrapper(request);
ContentCachingResponseWrapper wrappedResponse = new ContentCachingResponseWrapper(resp
onse);

LocalDateTime requestAt = LocalDateTime.now();
Exception caughtException = null;

try {
filterChain.doFilter(wrappedRequest, wrappedResponse);
} catch (Exception ex) {
caughtException = ex;
throw ex;
} finally {
LocalDateTime responseAt = LocalDateTime.now();
long elapseTime = Duration.between(requestAt, responseAt).toMillis();

RequestLog requestLog = RequestLog.of(
requestld,
wrappedRequest,
wrappedResponse,
requestAt,
responseAt,
elapseTime,
MDCHelper.getMetadata(),
(caughtException != null) ? getStackTraceAsString(caughtException) : null

if (caughtException != null) {
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logger.error("REQUEST_LOG",
StructuredArguments.keyValue("requestld", requestLog.getRequestld()),
StructuredArguments.keyValue("request", requestLog.getRequest()),
StructuredArguments.keyValue("response", requestLog.getResponse()),
StructuredArguments.keyValue("metadata", requestLog.getMetadata()),
StructuredArguments.keyValue("exception", requestLog.getException())

i

}else {

logger.info("REQUEST_LOG",
StructuredArguments.keyValue("requestld", requestLog.getRequestld()),
StructuredArguments.keyValue("request", requestLog.getRequest()),
StructuredArguments.keyValue("response", requestLog.getResponse()),
StructuredArguments.keyValue("metadata”, requestLog.getMetadata()),
StructuredArguments.keyValue("exception", requestLog.getException())

wrappedResponse.copyBodyToResponse();
MDCHelper.clear();

private static String getStackTraceAsString(Throwable ex) {
StringBuilder sb = new StringBuilder();
sb.append(ex.toString()).append("\n");
for (StackTraceElement elem : ex.getStackTrace()) {
sb.append("\tat ").append(elem).append("\n");

}
return sb.toString();
}
}
RequestLoggingFilter I gg EI")n'_\'EI'L'l I:l'

Request 82| H|=L|A SES O1R2|st §, RH/SEH WHE B2 E3st= AUL|Ct

O uh EIkLogger% AHESH0 Rrequesilog CIOJE S2iA HEl2 23 J|E8LCt.

of7|0f **MDC(Mapped Diagnostic Context) *Z FII5HH
EM

MDC= 7—!' ﬂxc';lnl'tl' _|'|gr°|' requestld ( EE traceld )
OI 7}2 EE E_IO-” Xl-E Eol‘Al?:‘ [_||:|-.

HE0| Kibana S0|A requestldE 7|£Q 2 EH QXo| M| SE(RE 21, 0|2, Ml Hst 5)2 sh=ol =HE £ US
L|C,

EE?’.-_l', H|5|—|ﬁ Iic H—'?'— |ki MDCHelper.appendDebug() 9" jl'Ol

T8 HAE MEfLt 225X J7ISsHH, oY M0 A XM =[A=XI0 it debug S|AERIE X3 200 EH HZ
& AELICH
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0|%{2 MDC + debug s|AE2|Z Zzret
Zol-As MoHHITA QAT Rl tHel2
hYELICE,

r°J

HHoj| =St W2 2l 2MY = UA=s BB FZ9F 2T A|AH"0|

ContentCaching(Request/Response)Wrapper = oA

RequestLoggingFilter _?'_Eo‘llkif request Ql' response 7—'1*”%

ot

ContentCaching(Request/Response)Wrapper QIARAZ Hotst= OMH S 2oleh 4= JUELICE O|= HTTP Body StreamO| ot H 9]

S| CHA| 812 4= 87| 2 LICE

ContentCaching(Request/Response)Wrapper SE|AE LIFEHMOZ 212 H0|E{E FHASIH,
ChAl Ci2te 5% HIO|H & vietet £ JU=E X|AFLICH

uret 22 £ 2[8l Body Streama 8 20|z =

St OO|E E Hhetsto] 3 MY f4 9lo] HaXNol gX.gHo| 7tsELLCt.
@Getter
@NoArgsConstructor
@AllArgsConstructor
@Builder

@Jsonlnclude(Jsoninclude.Include.NON_NULL)
public class RequestLog {
private String requestid;
private Requestinfo request;
private Responselnfo response;
private Map<String, Object> metadata;
private String exception;

public static RequestLog of(
String requestld,
ContentCachingRequestWrapper req,
ContentCachingResponseWrapper res,
LocalDateTime regAt,
LocalDateTime resAt,
long elapseTime,
Map<String, Object> metadata,
String exception
) {
return RequestLog.builder()
.requestld(requestid)
.request(Requestinfo.of(req, reqAt))
.response(Responselnfo.of(res, elapseTime, resAt))
.metadata(metadata)
.exception(exception)
.build();
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@Getter

@Builder

public static class Requestinfo {
private String url;
private String method;
private Map<String, String> headers;
private String body;
private String requestAt;

public static Requestinfo of(ContentCachingRequestWrapper req, LocalDateTime regAt) {
return Requestinfo.builder()
.url(reg.getRequestURL().toString())
.method(req.getMethod())
.headers(getHeaders(req))
.body(getBody(req.getContentAsByteArray()))
.requestAt(reqAt.toString())
.build();
}
private static Map<String, String> getHeaders(HttpServletRequest request) {
Map<String, String> headers = new HashMap<>();
Enumeration<String> headerNames = request.getHeaderNames();
while (headerNames.hasMoreElements()) {
String name = headerNames.nextElement();
headers.put(name, request.getHeader(name));
}
return headers;
}
private static String getBody(byte[] buf) {
return buf.length > 0 ? new String(buf, StandardCharsets.UTF_8) : "";
}

@Getter

@Builder

public static class Responselnfo {
private int status;
private Map<String, String> headers;
private String body;
private int bodySize;
private long elapseTime;
private String responseAt;

public static Responselnfo of (ContentCachingResponseWrapper res, long elapseTime, LocalDateTim
e resAt) {
byte[] buf = res.getContentAsByteArray();
return Responselnfo.builder()
.status(res.getStatus())
.headers(getHeaders(res))
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.body(getBody(buf))
.bodySize(buf.length)
.elapseTime(elapseTime)
.responseAt(resAt.toString())
.build();
}
private static Map<String, String> getHeaders(HttpServletResponse response) {
Map<String, String> headers = new HashMap<>();
for (String name : response.getHeaderNames()) {
headers.put(name, response.getHeader(name));
}
return headers;
}
private static String getBody(byte[] buf) {
return buf.length > 0 ? new String(buf, StandardCharsets.UTF_8) : "";

‘?’Igl' EOI Q_Xc;ljl_} %FEFQ- 25—9 @E% RequestLog x‘”i 23
0| **MDC(Mapped Diagnostic Context)**2} ZgtstH
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2. lel—lﬁ EE! X'I El J_'-Pf—joﬂkl MDCHelper.appendDebug() % A}%BH %R é,*EH-ik% '.:_|'7-'||HE1 -'T—E'.' 7|§
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MDCE org.slf4jorg.slf4j ]IH9|X|0”A‘| I‘”g—?ﬂ'E 21 ﬂiIEfEIlOlEi(Key/Value) xixrAno:“—I El'
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3 ThreadOf| M 24lst= 2= 270 S HIEIHO|EI S XS EHAIZ = A&LICH
MDC Helper

public class MDCHelper {
public static final String REQUEST_ID = "requestld";
public static final String DEBUG = "debug";

public static void init(String requestld) {
clear();
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MDC.put(REQUEST_ID, requestid);

public static void appendDebug(Class<?> clazz, String message) {
String debugMsg = MDC.get(DEBUG) != null ? MDC.get(DEBUG) : "";

String time = LocalDateTime.now().format(DateTimeFormatter.ISO_DATE_TIME);
MDC.put(DEBUG, debugMsg + "\n" + time + " " + clazz.getSimpleName() + " " + message);

public static String getDebug() {
return MDC.get(DEBUG);

public static void clear() {
MDC.clear();

public static java.util. Map<String, Object> getMetadata() {
java.util.Map<String, Object> map = new java.util.HashMap<>();
map.put(DEBUG, getDebug());
return map;

o] 2aiA= ZI0IM **QF Bt MEXH( requesta )**2t debug S|AERIE XS 22[5h= FE2IEIYLICE
e init(String requestid)
o MDC ;dEﬁﬂﬁE% _;E7|§|'_6|'J—'_ AHE% requestld % X‘I’é!

o 2t QFOICE D[]EHA =X 7t

oIr

e appendDebug(Class<?> clazz, String message)
o HIZLIA 2E LM =&
o Zt CtA|Q] X2| ago|Lt AEH Zt2 timestamp2t EH &H 7|5
e getDebug() / getMetadata()
o FHEl debug SAERE BXNE EE vap YEHE FXR2ISH 20| X Its

® clear()
=
o MH|E HALZ 2H20) M MDC HEAE Hlo|E7} HX| 9z 2 Ha|
TZx3} 238 I8t logback-spring.xml 873

AH| MHANM= 25 JSON HElZ H7(7] LIl

logstash-logback-encoderE &&%l logback-spring.xmlS CtS1 20| MHZHE&L|Ct,
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<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<l-- 24 £38 STDOUT Appender £7H -->
<appender name="STDOUT" class="ch.qos.logback.core.ConsoleAppender">
<encoder class="net.logstash.logback.encoder.LogstashEncoder" >
<customFields>{"app":"user-service"}</customFields>
<fieldNames>
<timestamp>timestamp</timestamp>
<message>message</message>
<logger>logger</logger>
<thread>thread</thread>
<level>level</level>
<levelValue>levelValue</levelValue>
<version>@version</version>
<exception>exception</exception>
</fieldNames>
<includeMdc>true</includeMdc>
<includeContext>true</includeContext>
<includeCallerData>true</includeCallerData>
</encoder>
</appender>

<appender name="USER_FILE" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>/Users/hyunjae/Desktop/WMS Project/logs/user-service.log</file>
<rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>{XZst 1412 HEE AZ}/user-service.%d{yyyy-MM-dd}.log</fileNamePattern

<maxHistory>7</maxHistory>
</rollingPolicy>
<encoder class="net.logstash.logback.encoder.LogstashEncoder">
<customFields>{"app":"user-service"}</customFields>
<fieldNames>
<timestamp>timestamp</timestamp>
<message>message</message>
<logger>logger</logger>
<thread>thread</thread>
<level>level</level>
<levelValue>levelValue</levelValue>
<version>@version</version>
<exception>exception</exception>
</fieldNames>
<includeMdc>true</includeMdc>
<includeContext>true</includeContext>
<includeCallerData>true</includeCallerData>
</encoder>
</appender>
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<root level="INFO">
<appender-ref ref="USER_FILE" />
<appender-ref ref="STDOUT" />
<[root>
</configuration>

ol

O|HA MMoIH, MH|A S2 F 2ilist= RE 237 2&(E{0|Y) 3t EEo| 21 I (user-service.log)tl SAl0f| 7|15
ElL|ct
= .

Zt 200l= o2 Y27 JSON HEH 2 oLt
o EIJ}2RMBE MH[AH(app EE, Of: user-service )

( timestamp )

] )éla-oH ﬁE”E( thread )

L4 01|9| %‘E( exception )

555.-_" <includeMdc>true</includeMdc> *E"El% %3H
MDCO| EHEl requestia 2t debug S|AER|T= ZE 20| At ZEHEL|CE
0| 520l Kibana Z2 CHAIZE0(AM FA| M- HE{™H-2M0| JtsELCt

(A2l MH|A0M S & A2

public LoginResponse login(LoginRequest loginRequest) {
MDC.put("loginld", loginRequest.getUsername());
MDCHelper.appendDebug(LoginService.class, "2l X2| A[&t"); /[ <= 1. A|Z} 7|5

try {
Member member = memberRepository.findByLoginld(loginRequest.getUsername())
.orElseThrow(() - new lllegalArgumentException("7t/=|X| ¢¢2 oto|C| IL|Ct."));

MDCHelper.appendDebug(LoginService.class, "2|& M £3| M3: " + member.getLoginld()); // <
2.3 =3 43 7|5

if(member.getStatusCode() !=1) {
MDCHelper.appendDebug(LoginService.class, "A|™ H|Z A3t 4Ef. StatusCode: " + member.getS
tatusCode()); // < 3. MEl M2 7|2
throw new lllegalArgumentException("& M atE|X| 242 AHFEQJLICL");
}

MDCHelper.appendDebug(LoginService.class, "H& &Mt Melf S0l (HAh)"); // <-- 3. MEf M= 7|Z

if (IpasswordEncoder.matches(loginRequest.getPassword(), member.getPassword())) {
MDCHelper.appendDebug(LoginService.class, "HZHS SLX|"); // < 4. H{UHS {32 7|=
throw new lllegalArgumentException("Z 2%l H|ZHSQIL|CL"):

}

MDCHelper.appendDebug(LoginService.class, "HZHS AX| &Ql"). [/ < 4. H{LHS N3 7|5
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/| #H Role(H%h) E =3
List<MemberRole> memberRoles = memberRoleRepository.findByMember(member);
List<String> roleNames = memberRoles.stream()
.map(mr > mr.getRole().getRoleName())
.collect(Collectors.toList());
String roles = String.join(",", roleNames); // ex) "ADMIN,USER"
MDCHelper.appendDebug(LoginService.class, "At&X} et £3| 2&: " + roles); // <= 5. Hst =3| 7|

2
String accessToken = jwtTokenProvider.createToken(member.getLoginld(), roles);
String refreshToken = jwtTokenProvider.createToken(member.getLoginld(), roles);
MDCHelper.appendDebug(LoginService.class, "Access/Refresh E2 MM et3"); // <« 6. EZ MM
=
/] RedisOfl 2|Z2|A| EZ XM (TtE AZH HH)
redisTemplate.opsForValue().set(
member.getLoginld(),
refreshToken,
jwtTokenProvider.getRefreshTokenValiditylnMilliseconds(),
TimeUnit.MILLISECONDS
i
MDCHelper.appendDebug(LoginService.class, "Refresh E2 Redis XZ& &t=2"); // <= 7. Redis H%& 7|
=2

MDCHelper.appendDebug(LoginService.class, "23°21 M| &, SE gtal"). [/ < 8. 2|5 M2 7|2
return new LoginResponse(accessToken, refreshToken);
} catch (lllegalArgumentException e) {
logger.error("Login failed: {}", e.getMessage());
MDCHelper.appendDebug(LoginService.class, "23°21 H2| & 23 WM. " + e.getMessage()); // <
LE WY IIE
throw e; // Re-throw the exception so it can be handled by Spring's exception handling
} finally {
MDC.remove("loginld");

2| olAl= 2391 MH|A0A MDC + debug S|AEZ| &5 WAlS My Mgst I=QL|CL,
1. BOQ QH £4M A
o MDCputlloginia’, ) 2 SXH 2301 A|E I AFZXIC| IDE 21 HEAEN| XM
o ZHEHAHIOIM mDcHelperappendDebug) & SEGHH H|ZL|A SE9| 2 EQIEE debug S|IAER|Y =X} 7|2
o OIAl:

o 9

10

HE x3| M

]

o AE el X2
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ELK £ZA0|A - Requestld, MDC 3|AEZ| 7|8t 21

e MDCHelper.appendDebug() = 25 HIAIX|Q} LM X|H2 7|2
o loggererror(.) 2 0|2 23 & > Fof Argtol AM| £X JHs
3. finally 28
ME0| L MDC ZEE wvinc.remove('loginia”) 2 A
o M| YA SHHOA HEIAE H|O[E 1Y BHX|

Jal_ﬂ_ El'%j'-l' 7E|-o| Kibanaoﬂkl metadata.debug ]élEgl' ZI% gl'(n)_lg ‘Jl\‘ ﬂﬁl—l El'-

@ elastic ¢ @ &

= . Discover Options New Open Share Inspect [®) Save

[ v 5df283a6-ccag-4ee8-8013-5e1b4e2f0061 KaL v Today Show dates

©  + Add filter

logstash-* wes <= 1 hit & Chart options
Q search field names y
Filter by type O v
# caller_line_number 0000 0x:00 0800 0s:00 1200 15:00 800 2100
D Aug 2, 2025 @ 00:00:00.000 - Aug 2, 2025 @ 23:59:59.999
# log.otrset 17,082
t containerid
8 debug € logger ELK_LOGGER
t ecs.version t message REQUEST_LOG
) fields.service ¢ metadata. debug “
€ hostarchitecture
. 2025-68-02702:16:47.853628 LoginController 2791 2% 4. Usernane: dlguswolll

2025-08-02702 :16:47.068254 LoginService 2791 42| A

€ hostid 2025-08-02T02 :16:47.161998 LoginService %! dlguswo111
) nosts 2025-08-02T02 :16:47.162866 LoginService )
J 2025-08-02T02 :16:47.278414 LoginService HIZHE
€ hostmac 2025-08-02T02 :16:47.299268 LoginService AR 28t X8| ©%: CLIENT
2025-08-02T02 :16:47.342484 LoginService Access/Refresh €2 44 2&
) host.name. 2025-08-02T02 :16:47.631082 LoginService Refresh £2 Redis M &
) nostos.bulid 2025-08-62T02 :16:47.631095 LoginService 2191 42 42,
t host.os.family t request.body {
usernane”: “dlouswol11”,
€ host.os kernel
password”: “password111
t host.os.name ¥
€ host.os.platform € request.headers. accept o
€ hostos.type
¢ request.headers.accept-encoding gzip, deflate, br
€ host.os.version
t request.headers. cache-control no-cache
€ inputtype
B ievel € request.headers.content-length 62

O|# M0 2ot HEI QCHH AHAMIEX| appendbebug() B alsoAppendbebug() T= §%6H, 0 #7t9| AEjLE 2f2 a2
7|18 = USLICL

oA &H= debug © S|AER|= KibanaOllAM metadata.debug gC =2 sh=of &l 7Hs5HH
2t, ZE0M "017|7t SRSICH"D BA[S BE XHE JH2E 230 57|20 X 2M0 8 = ASLICH

20l oA 2aE FHOIH “LfA ofC/A 1 GA[?" DRIBH= A

o
- T
ZH 2 SE0 H|0[E HatS oF Hof| Zeld 4~ Uo| 0| 24t ESS 40| BN fHSBELICH

N
o
M
39
K
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